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Executive Summary

Chief Security Officers have many options regarding prioritization and justification of their budgets. Depending on
company culture, budgets may simply be driven by prior year spending, a reaction to audit findings, or through
anecdotal, highimpact scendps used as a way to motivate business leaders. Applying years of experience across
multiple companies, Third Defense developed a better wayoritizing risk through an evidendsased risk

management process that is aligned with business objectiveg. ®si 1t KA & | LILINR I OKZ / { hQ&a Ol
efficient and effective budgeting exercise while empowering business leaders to understand and accept the
appropriate level of risk tolerance for the business.

Riskassessmenand budgeting gccess ienabledwhen criticaldecisions are madesing relevant
facts anddata by the right stakeholders. This gaputlines how to get it done.

The benefits of an evidendgased risk management process include:

Qredibility when working across teams

Trangparency to drive accountabilitpside and outside of IT

Measured progress to make informed decisions on risk tolerance

/| 2yaraidsSyid O02YYdzyAOFGA2Y & L¢ {SOdzNARGE& Aa NBLINB:
Improved team morale through open, clear prioritization of rigkd investment areas

=A =4 =8 =8 =4

Process Overview

At the heart of any successful initiative is a wadfined process. Clear objectives, metrics, process flows, and role
definitions ensure consistency and enable continuous improvement. The IT Security budgetexs jisagpically

aligned with the annual corporate budgeting process. Aligning key milestones for IT Risk Management is critical to
avoid last minute assumptions driven by emotion versus evidence.

Figure 1 highlights key steps for IT Security to prepackalign the annual budgeting process.

Strategic Planning
| Operational
Planning
Budget
' Planning
Consolidate & Prioritize
Risks
B Ocfine & Prioritize
| Projects

Enterprise Planning

Scope & Justify .
Investments Begin )
Implementation

Figurel - Annual Budgeting Process

IT Security Planning

While assessing risk is a continuous activity, formal check pointshee(pS(prepare for the annual budgeting
processlt is important to note thasufficient evidence may not exist when risks or mitigation efforts are initially
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identified. By tracking progress throughout the year, resources can be allocated to investigate and refine risk and
mitigation cost data foreview andapproval.

Roles

Clearrole definitions in budget prioritization are not only key from an efficiency standpoint; roles provide the
foundation for identifying who is ultimately accountable for the risk tolerance decision. Many security organizations
struggle with the concept ofsk ownership, but ultimately the business asset owner should be accountable for
accepting the risk. IT Security is accountable and responsible for ensuring the business owner understands all aspec
of the risk and mitigation solutions so an informed demi can be made. The sample RACI {dimow is a

generalization. Customizing and socializing a risk management RACI for the organization is a critical step and its valt
should not be underestimated.

Tablel - RACI Table for Security Budgeting

= Finance | Lead Sec. Project IT LOB clo/
role Arch. Owner Stakeholder | Stakeholder | Approver
C | AR R | C C =

Prioritize Risks
Finalize Risk Prioritization AR | R C | | | |
Scope Investments | R R R AR C C
Finalize Investments C R R R AR C C 1
Budget & Pitch AR C C - C | | R

Process Flow

Thecompaniontool to the RACI table is the process flow for conducting risk assessments that is used to collect and
document evidence for the budget prioritization process. Involving the appropriate IT Operations and Business
Leaders throughout tactical assessments@es their voice will be represented in the annual process. The goal
aK2dzZ R 0SS ay2 ada2NLINAaSa¢ gKSy Ad O02ySa GAYS G2 YF{1S

Theswim lanediagram in the figure below illustrates this process flohis paperfocuseson riskassessmerds an
element of the annual budgeting proce#s similar process flow can performedat more finegrained levels to
justify specific initiatives even down to the lewdlexamining a single risk area and mitigating controls.

! RACI is an analysis technique that aligns roles with activities. The alignment attributeRasgpemsible, Accountable, Consulted and/or
Informed.
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IT Security Risk Assessment Process Flow
E Expand Decision
3 Scope Preliminary Collect Assessment Prioritize Support Finalize
3 A it A Evid: Risks Assessment
- - Initial Risk -(R)
- Prioritization Likelihood
- Evidence
Collection
8 - Impact
O Analysis - (R) Impact
= - Mitigation
Options
- Impact - (R) Impact
2o Analysis - (A) Risk or
4 3 - Mitigation Mitigation
n © Options Acceptance
5 @
m -

Figure2 - Risk Assessment Process

Risk Assessment Deliverables

Before evaluating the risk assessment models used in the budgeting process, it is important to workrthdiakw

the deliverables that support the risk assessment and management process. A key factor is to recognize the different
levels of technical detail required to construct the evidence ultimately used ibukgeting process. The table

below shavs deliverables starting at the most tactical level, leading to more strategic summaries driving business
wide risk decisions.

1 Ad Hoc Statements: used to quickly clarify official IT Security policy
T t2a8A0A2Yy t I LISNEY R20dzYSYydSROSA AINBY I & A7 SO de@RA LN ¢
1 Risk Scoping: clarification of a risk aread¢ope andustify collectingadditional evidence to enable informed
business decisions
1 Detailed Assessments: hanrds assessment work to validate control effectivenesseesal evidence to
minimize opinion and make informed decisions
1 Portfolio Summary: enterprise summary of top risk drivers and proposed mitigation options

Table2 - Risk Assessment Deliverables

T T T

LGRS EIEGERTE  Email, Meeting Clarify Policy 1-2 Hours
(4 Official Team
Position Paper 1-2 Pages Statement 1 Week
. . Scope Risk for
RiskScoping 1-2 Pages Evidence 1-2 Days
Document .
Collection

Detailed . Active Evidence
MUt Collection, Testing 2-3 Weeks
Portfolio SummarY & Prioritize Budget P
Presentation Annually
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Risk Prioritization and Mitigation ~ Options

Each deliverable must be presented with taeget audience in mind. Since the budgeting process is an executive
exercise, deliverables mugtovidesummarized information with clear recommendations. A key factor is to keep the
tactical evidence #hand during summary level discussions. Every good executive pressure tedesv/bigh

summaries to ensure the presenter understands the underlying datafollbeving figure showstop risk drivers,

which risks have mitigation solutioassigned to themand also risks that require business owner acceptaficgire

3 shows aummarylevel, qualitative ranking of risk&sudance to incorporateuantitative summaries is provided

the next sectionWhen an unmitigated risk is unacceptable, a tradeoff or additional investment decision must be
made.Figure4 completesthis investment decision procesy showing mitigation options and costs

Risk Prioritization Summary

* Risks Placed in Action
Categories (Color Bands)
— Act, Evaluate, Accept
* Impact Ranges
— Calibrate Monetary & Risk
Exposures across Scale
» Likelihood Ranges

— Calibrate Annual
Occurrence Based on
Evidence

* Document Evidence for
Each Risk

¢ Trend Risks Over Time

> Likelihood °
Covered in Budget Not Covered

Figure3 - Risk Prioritization Deliverable

In addition to top risk drivers, a similar view should be produced to articulate where pFdpogestments will be
made. Note that not all investments are strictly for risk reduction. Many investments represent the collateral benefits
of efficiency gains arequirements ofdepartmentl obligations.These investments should be called out specifically.

Decision Support Summary: Mitigation Options

* Prioritize by Business
Value
Risk Priority S
IT Capability L
— Business Support
— Cost
+ Document Justification
for Future Evaluation

Business Value

w0 s ) s B
Year 1 Cost (Thousands)
E— I

Consider Recommend Implement

Figure4 - Investment Decision Deliverable
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Figure4 ranks security investments across a Bussnégdue scale. Because security spending is rarely based on risk
alone,incorporatingan overall business value representing security risk plus, IT capability, impktraarieasibility,
business support, and other political factors is important during themisigation process. Documenting the
rationalebehind risk mitigation or acceptance is also beneficial for future measurement and improvement of the risk
managemenprogram.

Quantification of Risks

The ability to speak the language of businessfinancial impactis critical in prioritizing security investments. Note
the abovesummarylevelvisuals use a relative, qualitative scale to represent the estimated impact antdibelof
a risk. Regardless tife risk model or scale, monetary tolerances must be understood in the prioritization process.
Following the previously discussed RACI table, these monetary ranges should be established by the individual asset
owners. The I'Becurity team shoulthcilitate this discussion and evaluate each area of potential exposure. When
sufficient evidence exists to present a specific monetary amount vs. higher level monetary ranges, this information
should be includeavith each risk.
A proven practice is to use a common template to facilitate impact discussions with asset owners including both
direct and indirect costs that may not have clear monetary loss estimates. Common loss categories include:

1 Financial

1 Availability
1 Reputation/Goodwill
1 Regulatory
i LifeSafety

When specific estimates are not feasible, loss ranges can serve equally well to communicate the relative impact of
loss events. The Risk Model section discusses the tradeoffs across risk prediction accuracy vs. the required level of
effort required to establish credible impact estimates.

Evidence Sources for Risk Modeling

Regardless of the risk modai approachselecedto communicatepriorities, identifying and understanding evidence
sourceshelpsstreamline the decision procedsortunately many risks do not require detailed assessments and
evidence to drive optimal risk decisions. For example, risks affecting compliance de¢esipndines and sanctions)

are often well understood. While theptimal mitigation solution may inspire debate, most executives choose
compliance oveblatantnonO2 YLJ Al yOS® L{IQa AYLRNIFIYy(d G2 y24S GKI G
Generally compliance defines the flopor minimumbaseline for controlsto manage risk to an acceptable level.

The followingfigure demonstrates most risks have sufficient evidence to make informed business decisions. By the

time compliance and weknown risks are addressed in the budget, discretionary spending amountgpizally
small. Thus, evidence collection should align to the available resources and known evidence in the organization.
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Efficiency Through Organized Debate

¢ Constraints dominate most decisions

* Key to Success is organizing evidence & options
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Figure5 - Evidence for Decision Making

Once the process and objectives of the annual budgeting précéé® dzy RSNEG22RX A0Qa GAYS
facilitate risk management discussicaxrosdT and business owners.

Risk Model Options

¢t KSNBQa 2y3I2Ay3I RSolGS Fyz2y3a aSOdaNARGeée LINRPFSaarzyl ta
maybe ¢ it depends. Risk model selection should consider a variety of factors including:

Company culture: does management insist on only discussing risks with monetary values?

Available evidence: is there so much loengingt NHzA G | & 2 LIK A aeédedyétli SR Y2 RSt
Security team maturity: how much training is required to achieve consistent application of the model?
Business leadership maturity: how much siskated training do your executives require, and how much will
they accept?

1 Resources: how much timand effort can be spent on IT Security risk management?

=A =4 =4 =4

Several risk models exist however most fall into three categories: qualitative, evitbesed, and quantitative. Each
hastheir strengths and weaknesses. One attribute they all share is the mader®e you have on the potential

impact and frequency comprising the risk, the faster and more accurate the decision process will be. Given this
similarity, the primary difference between the models is how lEssth model organés and communicatsthis
SOARSYOSd ¢KS F2ff2¢6Ay3 GloftS 2dzif AySa az2vySsS 2F (GKS Y
are strictly the opinion of the author. No definitive source exists measuring the effectiveness of risk modeling for IT

Security. Whatevemodel is selected, the key is to get started, learn, and evolve the process to meet the needs of
the business.
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Table3 - Risk Model Comparison

One area to highlight is the level of efforededto return the degree of accuracy required by each organization. As
might be expected, there are diminishing returns in the amount of time, effort, and training invested in using
guantitative models. And although qualitative models are easier to use,dheyack the accuracy needed to support
good decision making. Given that solid evidence is the foundation of any risk model, an eideadeapproach can
provide a practical and pragmatic middle ground with emphasis on organizing and presenting thiel@esildence

as efficiently as possible. While a pure quantitative model may be ideal, the lack of hard data to justify risk estimates
may detour the process as time is spent justifying¢hkulationmethod and risk conclusion vs. evaluating the best
decision for the business.

Evidence-Based Risk Model

Most risk models separate risk into impact and likelihood of future evéntsntitative risk modelattempt to do
this via the collection and analysis of hard detpresented as statistical ranges or confidence intepNalgvever
collecting anccommunicating lhe evidencdo produce crediblaaumbers requires significant timend effort.
Alternatively, pre qualitative modeldeveragegeneralizations regarding risidserelative rankings that cafall short
of communicating the magnitude of differences betweelksisand pose challenges in producing consistesults.

Evidencebased modelsanovercome these limitatiopacross

1 Impact (monetarylosg - scalesof monetarylossdo not have to be linear and can align to the magnitude of
risks included in thassessmentOver time, commotoleranceranges will emerge tetreamline decision
making.

1 Likelihood (frequency of eventsannual frequency is driven by internal or external evidence and mapped
to the risk model scale.

1 Consistency with the focus on the evidence as opposed to expert opinion or statistical ramigetervals
assessors mustresent their case in realorld scenarios in the context of their current control
environment.

Evidencebased models focus the risk decision in a-eaild cortext. This enables notechnical stakeholders to
evaluate risks within a scenattioey can rehte toversus probabilities or confidence intervals.
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